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Annotation: This article highlights the increasing need for cyber security in SCADA systems
due to the growing threats and interconnectedness of industrial systems. It also provides an
overview of best practices and regulatory frameworks to guide organizations in strengthening the
security of their critical infrastructure.
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Introduction. Supervisory Control and Data Acquisition (SCADA) systems are crucial in
controlling industrial processes such as electricity generation, water treatment, and manufacturing.
These systems have evolved over time, integrating IT networks and communication protocols for
enhanced efficiency and monitoring. However, as these systems are increasingly connected to
broader networks, they have become attractive targets for cyber attacks. This article discusses the
significance of cybersecurity in SCADA systems, potential threats, and best practices for securing
these critical infrastructures.

In the 1960s, when the first computer-based supervisory control and data acquisition systems
(SCADA) were being developed, there was no cultural concept of needing to provide any particular
protective measures to keep such systems safe from intentional attacks.

SCADA systems monitor and control various industrial operations. These systems provide
operators with real-time data, enabling remote monitoring and control of processes that are
geographically dispersed. The integration of SCADA with corporate IT systems allows for
enhanced data analytics and system management, but it also opens the door for cybersecurity
vulnerabilities.

Supervisory control and data acquisition (SCADA) systems are used to monitor and remotely
control critical industrial processes, such as gas pipelines, electric power transmission, and potable
water distribution/delivery. As such, SCADA systems are important to our daily lives, even though
most people never see them or even know of their existence.

To properly understand what SCADA systems are, how they came to be, and why they are
designed the way they are, one needs a basic understanding of the history of SCADA system
development. It is also helpful to know why things have evolved and what factors have pushed this
evolution. Computer-based supervisory control systems were introduced in the 1960s, and the first
such systems were based on the mainframe computer technology available at the time.

These systems were not yet called SCADA systems, as that particular acronym did not come
into general use until the 1980s. SCADA systems were developed to replace older technologies
(e.g., tone telemetry) and to provide features and functions that required computational and logical
capabilities. The incorporation of a computer into telemetry systems provided a means for
manipulating, processing, storing, and presenting data that could not be provided with previous
technologies.

Best Practices for Securing SCADA Systems

To improve SCADA system security, organizations should follow several best practices:
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Use of Firewalls: Firewalls should be implemented between SCADA networks and external
networks to prevent unauthorized access.

Encryption: Encrypting communication channels within SCADA systems ensures data
confidentiality and integrity.

User Authentication: Multi-factor authentication (MFA) should be used to ensure that only
authorized users can access SCADA systems.

Vendor Security: Organizations must vet and ensure that third-party vendors follow proper
security practices when providing SCADA system components.
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Fig. 1 SCADA as a service

As SCADA systems evolve, new threats are emerging, particularly with the rise of Industrial
Internet of Things (1oT) and 5G networks. The connectivity of devices and sensors opens new
attack vectors for cybercriminals. Additionally, the rise of artificial intelligence (Al) and machine
learning (ML) could be used by attackers to conduct more sophisticated and adaptive attacks on
SCADA systems. To counter these emerging threats, it is critical for organizations to stay informed
about the latest security trends and continually adapt their cybersecurity practices.

Conclusion.Securing SCADA systems is paramount to the safe operation of critical
infrastructure. As threats continue to evolve, organizations must adopt comprehensive cybersecurity
measures tailored to the unique needs of SCADA systems. By leveraging the right technologies,
frameworks, and best practices, industries can enhance the resilience of SCADA systems and
reduce the risk of potentially catastrophic cyber attacks.
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Annomayun: B oannou cmamve evinoanen 0030p SCADA - cucmem, ucnonvb3yemvix 8
COBDEMEHHBIX ABMOMAMUZUPOBAHHBIX CUCEMAX YAPAGIeHUs MeXHOLo2uiecKumuy npoyeccamu. B
Hacmosuee 8pems memamuKka UCKYCCMBEeHHO20 UHMENNEeKMA 0X8ambvléden O02POMHbI nepedets
HAYYHbIX HANPAGIeHull, HaYUuUHas ¢ makux 3a0ay oouje2o xapakmepa, Kak obyyeHue u ocnpusmue
(npocpammvl  peuwieHuss UHMENLEKMYAlbHblX 3a0a4 U CUCMeMbl, OCHOBAHHblE HA 3HAHUSAX),
3aKaHYUBAs  CHeYUuaibHuIMU  3a0ayamu  (HeuponoooOHble CMPYKMYpbl, UHMELIeKMYAIbHOe
NPOCPAMMUPOBAHUE U UHMELIEKMYAIbHbLE CUCTEMbL) .

Knioueswte cnosa: SCADA-cucmema, asmomamuszuposannoe ynpagnenue, ACVTII.

[lpu pemieHMH COBPEMEHHBIX 3a/1ad YIPABJICHUS CIOKHBIMH MHOTOTApAMETPHUECKUMH U
CUJIbHOCBA3aHHBIMU ~ CHCTEMaMM, OOBEKTaMH, IPOU3BOACTBEHHBIMH M  TEXHOJOTHUYECKUMHU
mporieccaMi  TPUXOAWTCS  CTAJKMBaThCsl € pelmeHueM  HeopMammsyemblx MO0
TpyAHO(GOpMATU3yeMbIX 3334, MOITOMY BCEM HOBEHIINM HMH(OPMAIIMOHHO-YTPABISIONIUM
CECTEeMaM JIOJDKHO OBITh TPUCYIIE CBOMCTBO MHTEIUIEKTYAIbHOCTH.

B HacTosmmee BpeMs OJHMM U3 HampaBieHUH M BecbMa A(PQPEKTUBHONH TEXHOJIOTHEH
ABTOMATH3MPOBAHHOTO  YIPABICHUS JIHHAMHYECKHUMH CHUCTEMaMH BO MHOTHX  OTpAaCisax
NPOMBIIIICHHOCTH sBJsIoTca  cucteMbl  kinacca SCADA  (Supervisory Control And Data
Acquisition, 1ucreT4epcKoe ynpasiieHue u cOop AaHHbIX) [2, 3].
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